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Unsolved Problem?
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Current Mitigations

ASLPR
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GEM [Mulliner(2014)]
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Multi-User Applications?
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GEM [Mulliner(2014)]
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GEM [Mulliner(2014)]
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GEM [Mulliner(2014)]
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void new article() {
Button used for Access Control article = gettex’[( ) ;
record(article) ;
}
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Threat Model

Logic vulnerability

Button used for Access Control
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Threat Model

R Logic vulnerability
1S * Enforcing the access to

new article() using the GUI
(e.g., disabling the button)

Button used for Access Control
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Threat Model

Logic vulnerability
1S * Enforcing the access to

new article() using the GUI
(e.g., disabling the button)

Button used for Access Control

Memory corruption vulnerability
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Threat Model

Logic vulnerability
1S * Enforcing the access to

new article() using the GUI
(e.g., disabling the button)

Button used for Access Control

Memory corruption vulnerability

T — - « Exploit “test]” available
QP Wt |—‘| D] o0 functions and hijack the control
flow to new article()

Disabled Button Application Specific User
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Previous Work - Privtrans

Application Monitor

UNPRIV

Privtrans RPC
Library

Priv | UnPriv

A

Slave

D. Brumley, and D. Song. USENIX Security '04
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Previous Work - Limitations

Does not support multiple roles

Physical application partitioning

[PC overhead
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Trellis Approach

Trellis-aware

Application
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Trellis Approach
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Trellis Contributions

OS-based application development framework for multi-user

application to enforce Hierarchical-Base Access Control policies
(HBAC)

Prototype implementation based on LLVM/Clang, GNU C
Library, and the Linux Kernel

Real-world application evaluation
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Implementation ®
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Implementation ®
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Implementation ®
Trellis-aware 0S Authentication
Application Mechanism
start auth(3)
R.6
R.5
R. 4
R. 3
R. 2
if (auth(3)) |
Fun A()
j R. 1
else
error handler()
lock(1)







