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Abstract

Modern kernel hardening mechanisms considerably reduce
the viability of control-flow hijacking attacks, prompting at-
tackers to shift their focus to data-only attacks. These attacks
depend on corrupting non-control data to amplify limited
memory-corruption primitives into more powerful capabili-
ties such as arbitrary writes. Prior work has identified small
sets of such objects in specific circumstances. However, no ex-
isting approach discovers and characterizes them at scale. In
this paper, we introduce CopyKat, a fully automated pipeline
for identifying and characterizing Controllable-Copy Objects
(CCOs): heap-allocated kernel structures whose fields can
be corrupted to redirect a store or memory-transfer operation
involving attacker-controlled data. We propose a multi-stage
methodology with progressive filtering of objects. Through
lightweight taint-analysis applied to a fuzzing campaign, we
uncover candidate CCOs. Then, we confirm such taint by
using a precise taint engine, thereby enhancing our preci-
sion. Finally, we perform the corruption of the CCO using
a concolic execution engine to verify the controllability of
the object. We also collect the necessary path and value con-
straints for exploitation. We find 122 verified CCOs and build
8 end-to-end exploits involving different exploitation patterns,
showcasing the correctness of our characterization and the
flexibility of the discovered objects.

1 Introduction

The development of a kernel exploit typically begins with the
identification of a bug causing the violation of some property
(temporal or spatial memory safety, for instance). The commu-
nity has devised effective solutions to find bugs in the kernel
(e.g., syzkaller [13] and extensions [34]). After finding an
initial bug, a target on which to exercise the violation must be
identified for privilege escalation. Historically, the target has
been control-flow metadata, whose compromise could lead
to arbitrary code execution. However, with the design and
adoption of kernel-level control flow integrity (CFI) [12,36],
the community started looking at data-only attacks.

This class of attacks targets non-control kernel objects
whose fields, when corrupted, can amplify a limited primitive
into a more powerful capability, and is becoming a central
technique in modern exploitation. In practice, attackers of-
ten reuse a small set of well-known amplifier objects (e.g.,
msg_msg) to steer writes, but this creates a race between at-
tackers and kernel developers: once a class of objects is repeat-
edly abused, kernel developers respond by segregating or oth-
erwise hardening them (e.g., cache segregation of msg_msg),
which pushes attackers toward more complex cross-cache lay-
outs and techniques, and in turn motivates further mitigations.
Consequently, automated discovery and characterization of
such amplifier objects is crucial. It offers early visibility into
emerging attacker strategies, enables maintainers to preemp-
tively close exploitation avenues (both in-cache and cross-
cache), and addresses a key subproblem in Automated Exploit
Generation (AEG).

Although prior work [2,5,22,23,37,40,43] has explored
the discovery of kernel objects useful for exploitation, these
efforts generally focus on specific patterns and surface only
a small number of targets. Moreover, once an object is iden-
tified, existing systems rarely investigate what is actually re-
quired to create an exploit with it in practice. However, iden-
tifying a promising object is only the beginning. As detailed
in Section 3, an attacker must determine the precise syscall
paths that allocate and trigger it, as well as the format and
provenance of the attacker-controlled data reaching the sink.
Additionally, the attacker must reason about the corruption
window between pointer initialization and use, slab-cache
constraints affecting reachability, collateral corruption effects,
and semantic constraints on the target memory region. With-
out characterizing these aspects, a significant gap remains
between object discovery and object usability.

In this paper, we address this gap with CopyKat, a generic
approach for automatically discovering and characterizing
data-only amplifier objects at scale. Rather than encoding a
known exploitation pattern and searching for matching ob-
jects, our approach starts from a more basic attacker capability.
Specifically, we assume the ability to corrupt a pointer field



inside a heap object. From there, it follows data flows from
corrupted heap-resident pointers to generic write sinks whose
source data is attacker-controlled. This allows us to iden-
tify controllable-copy objects (CCOs): heap-allocated kernel
structures that can amplify a basic pointer corruption into a
write at an attacker-chosen location, even when the resulting
primitive is constrained rather than a fully unconstrained ar-
bitrary write. This formulation directly addresses the narrow
discovery scope of prior pattern-specific approaches.

A representative example of such pattern-specific ap-
proaches is BridgeRouter [40]: it defines a two-stage
capability-upgrading workflow in which a bridge object first
transforms an uncontrolled overwrite into a controlled one,
and a router object subsequently converts this into an arbi-
trary memory write. Its analysis and fuzzing pipeline are then
designed to discover kernel objects that can realize and be
composed along the very specific bridge-to-router flow. While
effective for instantiating this workflow, the approach inher-
ently focuses the search on objects that fit these predefined
roles, ultimately discovering only a handful of controlled
router objects matching this pattern. In contrast, our pattern-
agnostic analysis identifies and verifies 122 CCOs across the
kernel. Crucially, we also automate the characterization of
these objects—that is, their requirements and constraints—at
scale, and demonstrate its practical value through 8 end-to-end
privilege-escalation exploits.

This paper makes the following contributions:

* Characterization of CCO data-only amplifier objects.
These objects allow attackers to enhance the primitive
given by a base memory-safety vulnerability into a write
at an attacker-chosen location, with constrained or fully
attacker-controlled contents. The memory surrounding
the target location of the write may also need to satisfy
constraints.

* An automated tool, CopyKat, to find and extract charac-
teristics of a CCO.

¢ Identification of 122 CCOs, with 8 exploits demonstrat-
ing their practical use. In particular, we demonstrate
that such objects do not need to provide arbitrary write
capability to attackers, and instead demonstrate that con-
strained write capabilities are sufficient to achieve privi-
lege escalation.

Attacker model and goal Our attacker model is in line with
existing work. We assume the attacker has a limited memory
corruption primitive on the kernel heap, such as an out-of-
bounds (OOB) write or use-after-free (UAF) write due to a
vulnerability in the Linux kernel. These primitives are limited
in their capability in the sense that the attacker can only write
to memory in an adjacent area (in case of OOB), or at the
same address once another object is allocated (UAF). The
number of bytes written, and the written values, may also be

constrained. The attacker’s goal is to amplify this capability
by leveraging CCOs. The attacker’s ultimate goal is to obtain
privilege escalation with this amplified primitive. While this
may be achieved via an arbitrary controlled write, also known
as a write-what-where capability, a weaker primitive may also
be sufficient as we demonstrate.

Generally, we do not assume the attacker has access to addi-
tional vulnerabilities. However, depending on the underlying
type of memory corruption and chosen exploitation strategy,
exploitation using CCOs may also require defeating kernel
address space layout randomization (KASLR)—trivial nowa-
days with well-known side-channel attack frameworks [3]—
or even having an arbitrary read primitive. Obtaining such an
information-leak capability is generally orthogonal to CCOs,
and can be achieved with other existing approaches [5].

2 Background and Related Work

Classical kernel exploitation. Classical kernel exploita-
tion traditionally corrupts control data (e.g., function point-
ers, return addresses) to hijack execution, first via code in-
jection [32] and later through code-reuse techniques like
ROP/JOP [33]. Mitigations such as NX/XD, stack ca-
naries [10], SMAP/SMEP, and KASLR [8] pushed attackers to
reuse existing kernel code [38,42]. In a typical Control-Flow
Hijacking (CFH) attack, a memory-corruption bug overwrites
a control-flow object (e.g., a function pointer). An indirect
call then redirects execution into attacker-chosen kernel gad-
gets. Although such attacks often require defeating KASLR,
several derandomization techniques exist [3]. Consequently,
CFH now relies entirely on reusing legitimate kernel instruc-
tion sequences, bypassing defenses without code injection
or stack modification. As a result, kernel hardening has in-
creasingly focused on Control-Flow Integrity (CFI) [1, 35],
restricting indirect control transfers. In Linux, kCFI [9] pro-
vides the main software mechanism, while hardware-assisted
approaches such as Intel IBT [44] and FineIBT [14,45] com-
bine coarse-grained checks with fine-grained type validation.
Backward-edge CFI relies mainly on shadow stacks in hard-
ware, including Intel CET [28] and ARM GCS [29].

Data-only kernel exploitation. With the broader deploy-
ment of kernel CFI variants [26, 27], attackers have turned
to data-only attacks, which bypass CFI by corrupting non-
control data. These attacks target security-critical structures to
either augment an attacker’s primitive (e.g., upgrading a con-
strained write to an arbitrary one) or directly achieve privilege
escalation (e.g., via corrupted credentials and file objects) [17].
DirtyCred swaps unprivileged and privileged credential- or
file-related objects via heap reuse, avoiding direct field corrup-
tion [18,23]. DIRTYFREE generalizes privilege escalation via
arbitrary-free primitives to replace security-critical objects
such as struct cred [22]. Recent work also expands the set



struct tcp_md5sig_key {
struct hlist_node {
struct hlist_node *next, *x*pprev;
} node;

1

3

4

5

6 u8 family;
7 int 13index;
8 u8 key[80];
9

o

}

1

1: Definition of the CCO used as running example.

static struct tcp_md5sig_key *

tcp_md5_do_lookup_exact(const struct sock =*sk,
const union tcp_md5_addr *addr, int family,
u8 prefixlen, int 13index, u8 flags) {
struct tcp_md5sig_key *key;

hlist_for_each_entry_rcu(key, ...) {
if (key->family != family)
continue;
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10

11 if (key->13index != 13index)

12 continue;
13 .

14 3

15 return NULL;
16 }

2: The tcp_md5_do_lookup_exact function validates the supplied
key.

1 int tcp_md5_do_add(struct sock xsk,

2 const union tcp_md5_addr *addr, int family,
3 u8 prefixlen, int 13index, u8 flags,

4 OP3: const u8 *newkey, // User input

5 u8 newkeylen,gfp_t gfp) {

6 struct tcp_md5sig_key xkey;

7

8 key = tcp_md5_do_lookup_exact(sk, addr, family,
9 prefixlen, 13index, flags);

10 if (key) {

11 // Primitive Trigger

12 OP5: memcpy (key->key, newkey, newkeylen);

13

14 return 0;

15 3

16

17 // CCO Allocation

18 OP1: key = sock_kmalloc(sk, sizeof(*key), ...

19

20 // CCO Initialization

21 memcpy (key->key, newkey, newkeylen);

23 // Pointer Allocation

24 OP2: hlist_add_head_rcu(&key->node, &md5sig->head);
25

26 return 0;

27 %}

3: The tcp_md5_do_add function performs the memory operation
on the pointer stored inside the CCO object.

Listing 1: The heap-allocated object defined in Listing 1.1 controls the destination pointer of the memory operation at line 12
in Listing 1.3, whose source buffer contains userspace-supplied data. By corrupting the *next field (line 3 in Listing 1.1), the
attacker influences the destination of the memory-transfer. In doing so the attacker obtains an arbitrary write primitive. That
capability is constrained by the checks shown in Listing 1.2: in particular, line 8 and line 11 require the corrupted pointer to refer
to a region in which the family field contains the value @x2 (AF_INET), and the 13index field contains the value 0.

of kernel data-only targets (e.g., file subsystem objects) and
studies their exploitability under modern mitigations [43].

Automating kernel exploitation. Prior work automates dif-
ferent parts of the exploitation pipeline. SLAKE, PSPRAY,
SLUBStick, Cross-X and PCPLost analyze object and allo-
cator properties and automate kernel heap manipulation to
facilitate exploitation [6,21,24,25,31]. FUZE and KOOBE
assist exploit generation by extracting and composing capabil-
ities for UAF and OOB-write vulnerabilities [4,39]. KEPLER
focuses on control-flow hijacking by automatically synthesiz-
ing kernel ROP chains from a CFH primitive [38]. SCAVY
systematically discovers privilege-escalation targets based on
access-control-related effects (via differential testing) across
general kernel data structures [2]. A recent SoK [19] contains
additional details on the related work in automated kernel
exploit generation. Finally, BridgeRouter [40] introduces a
framework for transforming limited out-of-bounds write prim-
itives into arbitrary memory writes by chaining two classes
of kernel objects—bridge objects, which migrates an overflow
in one cache into another cache, and router objects, which
redirect memory-copy operations to attacker-chosen locations.

Its analysis combines static identification of candidate objects
with guided-fuzzing-based exploration to instantiate this two-
stage bridge-to-router workflow in practice. BridgeRouter is
organized around this fixed capability-upgrading pattern: both
its object discovery and chaining logic are explicitly guided
by the requirement that selected objects realize the predefined
bridge-to-router data flow. Consequently, the search space is
restricted, yielding a relatively small set of usable chains.

In contrast, our approach begins from a minimal attacker
capability—pointer corruption—and systematically recovers
all data flows that propagate this corruption to write sinks
with attacker-controlled data. This requires a more involved
analysis pipeline, combining lightweight taint-guided fuzzing,
precise dynamic taint verification, and concolic execution to
both validate exploitability and extract semantic constraints.
While more complex, this machinery allows us to relax the
assumptions on how amplification must occur and to capture
a broader spectrum of objects, including those that do not fit a
bridge/router decomposition or that yield constrained, rather
than fully arbitrary, write primitives.



3 Data-only attacks via CCOs

This paper concentrates on data-only attacks targeting data
pointers used in write operations (which we refer to as a CCO
pointer), as they allow an attacker to amplify a limited write
primitive given by a vulnerability. This amplification leads
to overwriting a rarget address, typically a field within an
object that allows further escalation, for example by over-
writing access-control-relevant data. The corruption of the
CCO pointer must also take into account any constraints that
prevent the write to the target from occuring.

One class of pointers that fall into this category comprises
those used as the destination of a memory-store operation. If
the attacker can establish that the source data of such store is
attacker-controlled, corrupting such a pointer yields a write
of attacker-controlled data to an attacker-chosen location in
the kernel. Such an amplified write primitive often implies a
complete compromise of the kernel, depending on constraints
on the CCO write which we further detail below.

Definition 3.1. A controllable-copy object (CCO) is a kernel-
heap object obj that satisfies the following properties: (i) The
object obj contains a pointer ptr; (ii) The kernel uses the
pointer ptr as the destination of a store operation or of a
memory-transfer function; (iii) The source data for the store
is attacker-controlled.

In Listing 1.1, we provide a sample CCO discovered by
our analysis. We will use it across the paper as running ex-
ample. The CCO is of type struct tcp_md5sig_key and
is used to store a shared secret for TCP MDS5 authentica-
tion for BGP packets as per RFC2385. This kernel struct is
used in a list of tcp_md5sig_key objects as indicated by the
hlist_node pointers *next and *pprev. The *next pointer
is the CCO pointer that is used as the target of a store, which
an attacker would need to corrupt. The source buffer of that
store is attacker-controlled input, copied from userspace via
a copy_from_user call in the tcp_md5_do_add parent func-
tion.

Having identified a CCO, an attacker can exploit it as fol-
lows (for reference, see Figure 1):

OP1 CCO Allocation: the CCO obj is allocated.
Running example: the setsockopt system call allocates
an object of type struct tcp_md5sig_key viathe tcp_
md5_do_add function (see line 18 of Listing 1.3).

OP2 Pointer Allocation: the pointer ptr stored within obj
is initialized to refer to its legitimate target (area).
Running example: the newly allocated CCO is linked into
the hash list, thereby initializing its internal list pointer
(i.e., node.next) at line 24 of Listing 1.3

OP3 Fetching userspace input: attacker-controlled input is
supplied to the kernel.
Running example: attacker-controlled input, copied

from userspace via a copy_from_user call in the
tcp_md5_do_add parent function, is used to initialize
the fields of the CCO (see line 21 of Listing 1.3).

OP4 Pointer Corruption: the attacker overwrites the value
of ptr, redirecting it to a malicious area counterfeit.
Running example: the attacker uses a vulnerability to
overwrite the next pointer, forcing it to point to the area
counterfeit.

OPS5 Primitive Trigger: the attacker executes the store or
memory-transfer operation involving ptr.
Running example: by calling the setsockopt sys-
tem call again, the tcp_md5_do_lookup_exact func-
tion returns the corrupted pointer to the malicious
counterfeit and the store using this pointer occurs
at line 12 of Listing 1.3.

At the conclusion of this sequence, the attacker can cause
input to be stored at the attacker-controlled counterfeit
area.

Several factors might impact the success of building this
sequence of operations. These include gaining control over
the source data used in the memory operation and pairing a
limited primitive with a suitable CCO while considering the
slab-cache constraints. Additionally, the attacker must map
exploitation-operations to concrete system calls, identify a
viable corruption window between pointer initialization and
use, handle collateral corruption, and select a target memory
area that satisfies semantic constraints while still achieving
an adversarial goal. In the following subsections we describe
these in detail.

Discovering and characterizing CCOs automatically at
scale is complex. It requires addressing several technical chal-
lenges:

CH1 Identifying objects whose fields are used when deter-
mining the destination of memory-transfer operations
involving attacker-controlled data.

CH2 Designing and implementing a lightweight taint analysis
approach on top of a fuzzer.

CH3 Validating all relevant data-flows using a complete taint
engine.

CH4 Verifying whether the object can be successfully used
after corruption.

3.1 CCO Analysis
3.1.1 Control over source data

In OP3, the attacker supplies input to the kernel; the ker-
nel generally invokes copy_from_user to read data from
userspace. Accordingly, the attacker must determine which
system call and which argument can be used to pass input



to the kernel. Furthermore, while some system calls will ac-
cept user-provided buffer with arbitrary content, others ex-
pect the input to follow a specific format and will reject non-
conforming data. The attacker therefore has to establish the
correct format and verify that it is compatible with the values
required to achieve successful exploitation.

3.1.2 Slab caches

The attacker’s initial foothold is expected to be a limited prim-
itive, for example an OOB or UAF write, or a double-free
(DF) affecting objects in a SLAB cache. Such primitives are
typically found in generic caches, whereas the objects whose
fields the attacker wishes to corrupt in order to finalize the
exploit (for instance process credentials) often reside in dedi-
cated caches. Consequently, the attacker must locate CCOs
amenable to corruption that are allocatable from generic
caches. Exploitation is therefore facilitated by identifying a
wide range of objects covering as many SLAB caches as possi-
ble, thereby allowing the attacker to pair any available limited
primitive with a suitable object. As demonstrated by publicly
available KernelCTF proof-of-concept exploits [15], initial
adversarial capabilities (for example a memory-corruption
primitive uncovered by Syzkaller) are more likely to involve
objects allocated from generic caches, rather than dedicated
ones, simplifying exploitation. In our running example, the
CCO s allocated in a generic cache, i.e., kmalloc-192, and
can be easily paired with a vulnerable object residing in the
same cache, as described in Section 5.3.

PRE-CORRUPTION

r legitimate area

entry ptr

POST-CORRUPTION

legitimate area

obj obj

counterfeit area

OP1: obj = kmem_cache_alloc(...)

O0P2: obj->ptr = kmalloc(...);

0P3: copy_from_user(attacker_input,...);

OP4: Ptr corruption (e.g., heap linear out-of-bound write)

0P5: memcpy (obj.ptr->buff, attacker_input,...);

Figure 1: Layout of the CCO before and after corruption.
The CCO is allocated in OP1. OP2 is the last store setting
the pointer field ptr that the attacker corrupts. OP3 sets the
source of the memory operation with attacker-controlled
data. At OP4 ptr is corrupted, redirecting the destination
of the memory operation to an area selected by the attacker
(counterfeit). OPS leads to the arbitrary write.

3.1.3 System call identification

Each of the operations required for exploitation are performed
indirectly by the attacker, as they are mediated via system

calls; consequently, the attacker must map each of the five
conceptual exploitation operations onto one or more concrete
system calls, providing the appropriate arguments so as to
reach the requisite code. Furthermore, supplementary system
calls may be required to establish the necessary kernel state
before the calls that constitute the attack can be executed. In
our running example, for each exploitation operation, our au-
tomated analysis reports the location in the kernel, along with
a stack trace identifying the responsible userspace operation.

3.1.4 Handling collateral corruption

The most favorable situation for the attacker is one in which
the initial primitive permits the precise corruption of pointer
ptr without any extraneous corruption. In other cases the
attacker may corrupt ptr together with other fields of ob-
ject obj. Such collateral corruption can impair exploitability
in two ways: (i) The corruption diverts the control flow so
that the store or memory-transfer operation is never reached;
(i1) The corruption causes the kernel to crash after the store or
memory-transfer operation. Although the second outcome is
not necessarily fatal (e.g., because the kernel is configured to
continue execution after a panic) the first is unacceptable, as
it prevents the arbitrary-write primitive from being exercised.
Consequently the attacker must be aware of the necessary
conditions to avoid, at a minimum, the first case and, ideally,
both. Assuming that collateral corruption cannot be avoided
and has been suitably minimized, these conditions amount to
determining the range of permissible values for each variable
affected by such collateral corruption. In the running example,
the attacker overwrites the *next pointer, which is the first
field of CCO (as shown in the structure definition in List-
ing 1.1). This constitutes a favorable case: when exploiting
a linear OOB write, there is no risk of corrupting preceding
fields.

3.1.5 Target memory area constraints

The objective of the attacker is to replace the intended des-
tination address of the store or memory-transfer function to
a legitimate area, which resides within pointer ptr, with an
attacker-chosen target address to a counterfeit area. The lat-
ter is selected by the attacker to achieve an adversarial goal,
for example overwriting fields of process credentials in or-
der to elevate privileges. While the attacker is free to choose
any target, the choice may incur additional exploitation con-
straints: for example, after the corruption, the surrounding
code may still load other fields of the same structure (such as
control flags or function pointers) before or after performing
the targeted write. If these fields no longer contain valid or
expected values, the control flow may abort or diverge before
the attacker-controlled write occurs, or may fail to complete
the operation safely. Consequently, the attacker must identify
all semantic constraints that the code imposes on the target



memory region and select an alternate location that both satis-
fies all such semantic constraints and still yields meaningful
adversarial capabilities once the memory-transfer occurs. It
should be noted that the ideal CCO is one that imposes no
additional constraints; such objects do exist and are identified
automatically in our work. Nevertheless, we show that objects
remain useful for exploitation even when they are subject to a
nonzero set of constraints.

In the running example, the *next pointer is part of a hash-
list node; the counterfeit area pointed to after corruption must
therefore have a memory layout compatible with that of the
CCO itself and must respect the constraints imposed by the
tcp_md5_do_lookup_exact function (see Listing 1.2) in or-
der to reach the memcpy.

3.2 CCO Exploitation

Corruption time window In this attack, the arbitrary-write
primitive is obtained by corrupting a pointer stored on the
heap that the kernel will later use as the destination of a store
or memory-transfer operation. The attacker has a time win-
dow during which the pointer may be corrupted; this window
opens immediately after the pointer has been written into the
heap object and closes just before the pointer is read from
that object to serve as the destination argument (possibly after
intermediate stores). Corruption outside this interval will not
produce the desired effect and may instead cause the kernel
to panic. Identifying this time window is therefore essential
to the attack. As will be shown, the most favorable situation
for the attacker is one in which the store and the load occur in
two distinct system calls: the attacker can invoke the first sys-
tem call, trigger the corruption, and subsequently invoke the
second. When both events occur within a single system call,
the attacker must find ways of slowing or stalling the kernel
at appropriate points so that the pointer can be corrupted.

In the running example, we invoke the setsockopt system
call twice. During the first invocation, we exercise the path
leading to the OP1 object allocation (line 18 in Listing 1.3).
This also performs OP2 which initializes the pointer *next
through the addition to the hlist line 24 in Listing 1.3. The
second invocation instead reaches OP5, which resides in the
key-update path at line 12 in Listing 1.3. To use this CCO
correctly in an exploit, the attacker must be able to perform
OP4 within the time window between the two setsockopt
invocations.

CCO choice The attacker must select a suitable CCO for
successful exploitation. The choice is influenced by several
considerations: (i) The object must be corruptible using the
initial adversarial capability; this may also entail co-location
in particular caches. (ii) The attacker must be able to trigger
the system calls that cause the object’s allocation, the copying
of attacker-controlled data and the ensuing store or memory-
transfer operation

The starting points for the selection process are an accu-
rate description of the adversarial capabilities conferred by
the initial vulnerability, together with a database of potential
CCOs.

Target choice To finalise the exploit, the attacker must en-
sure that the store or memory-transfer operation overwrites
data, causing a security side-effect which is beneficial for the
attacker, for example, zeroing out the uid field of the cre-
dential of one of the attacker’s processes. The discovery of
the address of such memory objects is a challenge which we
consider out of scope since a variety of methods for locat-
ing them already exist. Even when the address is known, the
attacker must still ensure that the size and the value of the
data to be stored are compatible with the requirements for a
successful exploit. For example, if only a single byte needs
to be overwritten but the operation writes a minimum of four
bytes, the attacker must ensure that the surplus bytes do not
corrupt adjacent data or otherwise interfere with the intended
behavior.

4 Automatically finding CCOs

Our design of CopyKat, shown in Figure 2, takes an instru-
mented kernel as input and returns a set of CCOs, accompa-
nied by the necessary metadata to use it for exploitation. This
metadata includes reproducers (i.e., C programs that contain
all the operations shown in Figure | for a particular CCO),
kernel and userspace backtraces identifying the salient oper-
ations (allocation, pointer storage, kernel data-transfer and
target memory-transfer operation) as well as symbolic con-
straints that describe the requirements that need to be satisfied
by an attacker to successfully use such object in an attack.
As with any automated analysis that must scale to the level
of the Linux kernel, we are confronted with the fundamental
trade-off between analysis time and accuracy. We resolve this
tension by first applying a fast, lightweight taint analysis on
top of syzkaller. This produces a large number of candidate
CCO instances, although it over-approximates and introduces
false positives. We then refine and filter the results using
precise PANDA-based taint verification and S2E concolic ex-
ecution to validate the information flows, extract the symbolic
constraints and discard non-viable cases, thereby keeping the
fuzzing stage fast while regaining precision later. The system
is organized as a cascade of analyses. Early stages are fast
but imprecise, while later stages are slower but more accurate.
Each layer filters false positives from the previous stage.

4.1 Design

The first stage must be efficient at scale and should result in
as large a set of objects as possible. In CopyKat, we address
and overcome the challenges introduced in Section 3. We
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Figure 2: Illustration of our CopyKat pipeline for discovering CCOs. Starting from an instrumented kernel, CopyKat produces
reproducers and three sets of constraints by cascading three analyses: a lightweight taint-enhanced fuzzing stage to surface
candidates, a precise taint-verification stage to remove false positives, and a concolic-execution stage that simulates pointer
corruption to confirm controllability and extract the path constraints required to reach the memory operation.

address CH1 by combining 11vm analyses and passes with
syzkaller fuzzing: fuzzing enables us to automatically exer-
cise substantial portions of the kernel, while the 11vm passes
allow us to flag the pertinent events. We consider three main
events: (i) a pointer is stored in a heap object; (ii) attacker-
controlled data is stored in the kernel; (iii) a memory-transfer
operation moves attacker-controlled data from event ii to a
target location determined using the data stored by event i.
All three events can be tracked using a dynamic data flow
or taint engine. However, fuzzing is notoriously sensitive to
performance degradation: a naive integration of a taint engine
into syzkaller is unlikely to scale adequately.

We address CH2 by leveraging KASAN shadow memory
and instrumentation infrastructure. Specifically, we repurpose
KASAN into a lightweight taint propagation and verifica-
tion engine. This version does not include memory-safety
functionality. The extended KASAN layer tags memory re-
gions with labels denoting relevant properties such as “stores
attacker-controlled data” or “a pointer to this region is stored
in a heap object”. Moreover, we construct the requisite instru-
mentation to propagate these labels in a manner analogous to
KASAN’s shadow memory management. With this extension,
syzkaller generates reports whenever attacker-controlled data
is transferred to a location whose address is influenced by a
field stored in a heap object. Under appropriate assumptions,
this behavior may be exploitable to obtain an arbitrary-write
or similarly powerful primitive. We describe this in detail in
Section 4.2.

We demonstrate empirically that this lightweight tainting
is both efficient and effective, but we recognize that it may
yield false positives due to overtaint: for example, a pointer
held in a register is aliased into a heap field and later used
directly; overtaint assumes a load from the alias on the heap
and erroneously flags the heap field as participating in the
determination of the destination pointer.

For CH3, we select the PANDA analysis framework for this
purpose, and devise a suite of analyses to validate each report
and to extract further additional data such as offsets, cache

structures, the responsible system calls and the precise origin
of the taint, etc. We describe this in detail in Section 4.3.

While our analysis with PANDA can verify the correctness
of the taint, it does not guarantee that the discovered objects
are actually corruptible and usable. To provide such guarantee
we need to address CH4 and find how that can be done by
the attacker. As part of this challenge, we need to answer the
following questions: (i) Should any value within the CCO
be restored during corruption if overwritten? (ii) Does the
attacker-chosen target memory area need to preserve any spe-
cific values to keep the kernel’s control flow on the path to
the write? (iii) What are the characteristics of the resulting
write primitive the attacker has obtained? To answer these
questions, we employ concolic execution on the candidate
reproducers via the S2E framework, described in Section 4.4
to validate and fully characterize each object.

Results from each analysis are added to a database. An
extract of the database entry for our running example is pro-
vided in Listing 2 up to the PANDA analysis, and in Listing 3
for the concolic analysis. Entries are uniquely identified by
the ID used by Syzkaller to flag the report.

4.2 Fuzzing with Lightweight tainting

To discover an initial set of CCOs, we extend syzkaller and
run it against an instrumented kernel. The instrumentation—
implemented via 1lvm passes—creates and propagates la-
bels for memory regions. We define three memory labels
to capture three properties: if the region belongs to the ker-
nel heap, if it stores data supplied by an attacker, and if a
pointer to the region has been stored on the heap (recall
that being stored on the heap is a pre-requisite for being
overwritten by the attacker). Labels are created by instru-
menting allocation sites for the first property, by instrument-
ing calls to functions obtaining data from userspace such
as copy_from_user for the second property, and by instru-
menting store or memory-transfer operations for the third
property. The labels are stored in unused bits of KASAN



shadow-memory bytes and are propagated by further instru-
menting stores and memory-transfer operations. In particular,
for the label that records that a pointer to a region was stored
on the heap, we attach the label to the shadow memory of
the pointee rather than to the pointer itself; thus the property
is associated with every alias of any pointer to the region.
Moreover, the label is extended to the shadow memory of
the whole allocation (from kasan_mem_to_shadow(ptr) to
kasan_mem_to_shadow(ptr + sz) for an object located at
address ptr of size sz). This approach ensures that a pointer
to any byte within a heap object can be identified as hav-
ing been stored on the heap, provided that at least one valid
pointer to that object has been stored on the heap. Creation
and propagation of the taint are packaged as kcov coverage
signal and fed back to syzkaller to steer the fuzzing. KASAN
guarantees that the labels are automatically cleared whenever
an object is deallocated.

The instrumentation also incorporates logic to detect any
store or memory-transfer operation whose destination pointer
has been stored on the heap, and whose source data is attacker-
controlled. Syzkaller is further extended to selectively trigger
a panic each time such a store or memory-transfer is exe-
cuted, one per reproducer. The panic then causes Syzkaller
to commence the reproducer generation and minimization
phases.

The output of this stage is a collection of reproducers that
identify a store or memory-transfer operation with the re-
quired characteristics of source data and destination pointer
provenance. The analysis creates a database entry for each re-
producer, initializing its identifier to match the one generated
by Syzkaller. At this stage the entry records the responsible
store or memory-transfer operation, together with its location
in the binary and in the source code. We also apply static anal-
ysis using Joern [41] to determine the destination operand
of the operation, its expression (pointer dereference, array
access, ...) and its type, including a complete list of its fields.

4.3 Taint verification

This lightweight taint engine is similar to KASAN and conse-
quently incurs a performance degradation that is acceptable
for a fuzzing kernel. Unfortunately, it is also imprecise, as
it generates both false positives and false negatives. False
negatives may arise, for instance, when taint is propagated
via operations other than stores or memory-transfers (e.g.,
any arithmetic or logical instructions). We are not concerned
about this, as our approach already yields a sufficient num-
ber of candidates. False positives may arise in a number of
situations. For example, on the source-data side, data that has
been imported with copy_from_user (and therefore correctly
marked as attacker-controlled) may be subsequently zeroed
out or otherwise overwritten; likewise, on the destination-
pointer side, a pointer stored on the heap may be retrieved
via a local alias, preventing the attacker from controlling the

destination address by corrupting the heap copy.

To address these challenges, we must verify that the requi-
site data flows exist for both the source data and the destina-
tion pointer. To this end, we execute each reproducer under
PANDA (Platform for Architecture-Neutral Dynamic Anal-
ysis) [11]. PANDA is an open-source, QEMU-based whole-
system dynamic-analysis platform offering a flexible plugin
architecture and record-and-replay capability. We have con-
structed a pipeline of analyses that progressively uncover fur-
ther information about the reproducer, or, where appropriate,
dismiss it as a false positive. Initially we validate the source
data involved in the store or memory-transfer identified by
the syzkaller reproducer by creating a taint label on all buffers
populated via copy_from_user (or equivalent functions), and
checking whether any such label is present at the moment
of the transfer. If a label is detected, we output kernel and
userspace backtraces for the responsible copy_from_user,
the system-call arguments and allocation information for the
source-data object, including both kernel and userspace back-
traces for the allocation site, and the cache identifier.

We then analyze the destination pointer of the flagged
memory-transfer operation to determine whether it was loaded
from a heap object. If that is the case, we identify the most
recent store that set it. PANDA'’s deterministic record-and-
replay capability makes this possible: knowing the destination
pointer in advance enables us to taint every memory location
targeted by a store whose value matches the future destination
pointer of the flagged transfer.

One challenge with this approach is that the stored pointer
and the destination pointer may not match exactly—for ex-
ample, the heap stores the base address of an object whilst
the destination pointer includes an offset. To handle this, we
avoid setting PANDA callbacks on the store that sets the
heap pointer. Instead, we hook into the taint-propagation in-
strumentation described earlier, which marks the whole heap
allocation with the “pointer stored on the heap” label. This
propagation proceeds in 8-byte steps, in accordance with
KASAN’s granule size (one shadow byte per eight bytes of
kernel virtual memory). We can then check whether the desti-
nation pointer of the flagged memory-transfer operation lies
within eight bytes of any taint-propagation callback, thereby
ensuring accurate detection even when offsets are involved.
We can therefore assign a taint label to every store of a pointer
that may be associated with the destination pointer of the
flagged memory-transfer operation, and subsequently deter-
mine whether a label is present at the instant the transfer is
performed. If a label is found, we report both userspace and
kernel backtraces for the store that influences the destination
pointer, together with allocation details for the object that
holds the stored pointer (userspace and kernel backtraces for
the allocation, cache identifier, field name and in-struct offset).
This store determines the start of the window during which
the attacker may corrupt the stored value, thereby controlling
the destination of the memory-transfer operation.



Each stage of the analysis adds further information to the
database. The recording stage registers the values of the desti-
nation and source operands for the flagged memory-transfer.
Because replay is deterministic, knowledge of these addresses
permits later analyses to refer to those exact values a priori.
Referring to the entry shown in Listing 2, the analysis fully
characterizes five events: (i) the flagged store or memory-
transfer (recorded as sink in the database). In the running
example, the analysis confirms that it is the memcpy call at
line 12 of Listing 1.3 which updates the key field of the CCO.
(ii) the pointer assignment that sets the heap field which will
be used to determine the destination pointer (ptr_ass in the
DB). In the running example, the internal list pointer next
within the node field is initialized at line 24 of Listing 1.3.
This step in the analysis validates the reproducer as a true pos-
itive by observing a data flow between the pointer assignment
and the memory-transfer. (iii) allocation of the target CCO, in
which the destination pointer is stored (target_obj_allocin
the DB). In the running example, the CCO is of type struct
tcp_md5sig_key and is allocated in the kmalloc-192 cache
at line 18 of Listing 1.3. (iv) allocation of the legitimate
pointee for the destination pointer (dst_ptr_alloc in the
DB). In the running example, since the CCO destination
pointer is part of a hashlist node, its pointee is of the same
type as the CCO and is also allocated from the same cache
at line 18 of Listing 1.3. (v) userspace-kernel data-transfer
that supplies the content of the source buffer (taint_src in
the DB). In the running example, the copy_from_user call
in the tcp_md5_do_add parent function supplies data from
userspace to set the value of the newkey field. Each event
carries an internal identifier that uniquely distinguishes opera-
tions within the instrumented kernel, together with a counter
that records the occurrence of that particular operation. It also
contains a pointer to a backtrace identifier for the operation
(denoted k_bt for kernel backtraces and u_bt for userspace
backtraces) which references a backtrace stored in a separate
database for deduplication. The system call that triggers the
operation is characterized, including the values of all relevant
registers. Allocation events additionally record the name of
the SLAB cache, the size of the allocated object and its base
address. The base address aids in determining the runtime
offset of the heap pointer within the object, which is required
by the S2E analysis. Finally, each operation reports the in-
struction counter at the time of its execution: this is useful to
estimate the size of the time window between pointer storage
and memory-transfer.

4.4 Corruption verification and Constraint ex-
traction

As shown in Figure 2, the PANDA analysis brings forward
a set of reproducers for which the necessary data flows on
source data and destination pointer could be verified. It also
provides a database containing information related to the

discovered primitive (i.e., which memory operation does it
use, which copy_from_user influences its source buffer and
which store operation influences its destination pointer).
This database facilitates the initialization of the concolic anal-
ysis, which is implemented as a plugin in S2E [7], a frame-
work for kernel-wide concolic execution.

This analysis has two main objectives: first, to verify
whether corrupting the heap pointer set by the store flagged
by the PANDA analysis really influences the value of the
destination pointer. Second, to determine any further effects
(if any) that this corruption may have on the control and data
flows. We achieve these objectives by overwriting the afore-
mentioned heap pointer, causing it to point to a region of
memory under our control (denoted as counterfeit in Fig-
ure 1) which we initialize via a shallow copy of the original
object and subsequently symbolise. The symbolised shallow
copy forces concolic execution to follow as closely as possible
the original path leading to the memory operation.

Based on the location of two operations—the target memory-
transfer operation flagged in the reproducer and the store that
sets its destination pointer—we distinguish two categories of
reproducers: those in which the operations occur in separate
system calls, and those in which both occur within the same
system call. This distinction determines the attacker’s corrup-
tion strategy, and consequently shapes how our analysis must
model the corruption of the heap pointer. In the case where
the operations occur in distinct system calls, the attacker is
free to decide when to trigger the corruption. Consequently,
we corrupt the pointer that controls the destination of the
memory operation immediately before invoking the system
call that triggers it. In the case where the operations occur
within the same system call, the attacker must trigger the
corruption in the interval between the execution of the store
that sets the heap pointer and the load that fetches it as the
destination pointer for the memory-transfer operation. We
overwrite the heap pointer immediately after the store that
sets its value. This allows us to obtain an exhaustive set of
constraints that an attacker would need to satisfy in order to
achieve successful exploitation within the interval between
the store and the memory transfer operation. In practice, fewer
constraints might apply if the corruption can be delayed.

The output of this analysis is a report (see Listing 3), which
extends our database, presenting the number of constraints
generated for each of the memory areas highlighted in Figure 1
as entry, counterfeit, and attacker buffer. For each of
these areas we also compute the total number of bytes that
these constraints influence in the overall symbolised buffer, as
shown at line 15, line 11, and line 13 of Listing 3 respectively.
The report includes the information described above for both:
(i) the moment the reproducer reaches the memory-transfer
(line 7 of Listing 3), and (ii) the moment the reproducer returns
to userspace after the system call has terminated (line 17
of Listing 3). We record instances in which neither point is
reached because of a panic (line 6 of Listing 3), as well as



instances where the memory-transfer is reached but the kernel
thread panics before returning to userspace. The latter case
reveals whether the primitive may be reused repeatedly within
the same kernel thread, or whether several kernel threads must
be employed to mount an attack.

In addition to the summary report we supply the complete
set of constraints in KQuery format. These constraints can
be used by the user to query a SAT solver and obtain valid
values that satisfy the constraints, and use those during ex-
ploitation. The user may subsequently enrich these results by
applying range-analysis techniques [20, 30] to the generated
constraints so as to evaluate how strict or permissive they are
in a given exploitation scenario. However, this is not required
for their direct applicability in exploit construction given that
the constraints CopyKat emits are readily usable through SAT
solver queries, as we showcase in our evaluation.

4.5 Using CCOs

Once a CCO has been fully characterized, using it in an ex-
ploit follows a simple, repeatable workflow. The attacker
first pairs the initial vulnerability with a compatible CCO,
checking that the corruption primitive can reach the CCO’s
pointer field. Our database provides the cache, allocation site,
and exact field offset of the pointer, allowing quick filtering
for in-cache UAF/OOB cases or, in cross-cache settings, en-
abling allocator-manipulation strategies to force adjacency.
The database also exposes the system calls that allocate the
CCO and trigger the memory-operation sink, making it easy
to reproduce all required operations in practice.

Next, the attacker satisfies the symbolic constraints ob-
tained during concolic execution. These constraints describe
(1) values that must appear in the target area, if any; (ii) re-
quirements on attacker-controlled input; (iii) fields within the
CCO whose values must be preserved. Because our analysis
symbolises only the bytes relevant to reach the memory op-
eration, solving these constraints with an SMT solver yields
concrete corruption payloads with minimal effort. The at-
tacker then chooses the intended final write location (e.g.,
a credential structure) and ensures that this location, or an
adjacent counterfeit object, satisfies the counterfeit-area con-
straints and alignment requirements indicated by the database
entry.

Finally, exploitation reduces to orchestrating the corruption
window: the attacker allocates the CCO, triggers the pointer
corruption at the window identified by our analysis (either
between two system calls or via blocking mechanisms when
both operations occur within one), and triggers the memory
operation, both steps using solver-generated input. In doing
so, attacker-controlled bytes are copied to an attacker-chosen
address while respecting all semantic constraints —turning the
original constrained primitive into a powerful data-only write
capability.

In some cases the constraints within the CCO might be too

difficult to solve and to use in a practical exploit, as some may
involve runtime-dependent addresses (e.g., pointers to heap-
allocated objects or function pointers). In such situations, an
attacker cannot rely solely on solver-generated input and must
instead leverage a UAF primitive to leak the original CCO
content, then construct a counterfeit object that preserves the
leaked field values while substituting the target pointer to
redirect the write.

5 Evaluation

In our evaluation, we seek to understand various aspects con-
cerning the discovery, use and flexibility of CCOs, by address-
ing the following research questions:
RQI: Discovery. What is the distribution of the CCO across
the system caches?

RQ2: Use. How precise is the CCO characterization?

RQ3: Flexibility. How easy is the use of CCOs in the most

used exploitation strategies?

With respect to the discovery of CCOs we focus on an-
swering RQ1. RQI1 is important for in-cache exploitation.
The more generic and dedicated caches we cover, the eas-
ier it is for an attacker to find a suitable object for in-cache
attacks. For dedicated caches, however, if the system runs
with CONFIG_SLAB_MERGE_DEFAULT enabled-as is the case
for most Linux distributions—the dedicated cache may be
merged into a generic cache, allowing us also to leverage
the object discovered for that generic cache. In rare instances,
certain objects may enable an attacker to choose the cache
into which to allocate by controlling the object’s size. In our
analysis we consider only the caches observed via the original
reproducer. By answering RQ2, we demonstrate how full ob-
ject characterization improves the attacker’s ability to satisfy
constraints—either manually or via SAT-solver queries—of the
CCOs, and thus employ CCOs during exploitation. Finally,
RQ3 investigates the flexibility of CCOs. Specifically, we
demonstrate, by means of several end-to-end exploits, their
practical usability in several realistic exploitation scenarios.
Our analysis targets Linux v6.4.1.

5.1 CCO discovery

We carry out a 32-day fuzzing campaign during which
syzkaller flagged 434 operations with the required charac-
teristics; in particular, the overwhelming majority (386) were
calls to memcpy, followed by 24 calls to memmove and 24 sim-
ple store instructions. The prevalence of calls to memcpy stems
from the compiler translating simple memory assignments
into calls to memory-copy intrinsics for optimisation pur-
poses. We subsequently generate syzkaller reproducers that
can be executed under PANDA for 410 cases; from these we



obtain 341 PANDA recordings. After obtaining the replays
we execute the PANDA analyses described in Section 4.3 and
successfully obtain metadata for 222 cases.
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Table 1: Distribution per cache of the verified objects. With
US, we report the total number of objects reaching back to
userspace, Diff the subset of objects in which the primitive
is across different system calls, CF and AB the number of
objects with NO constraints at the destination and source
(respectively) of the memory-transfer, E the number of objects
with NO constraints in the entry portion of the heap object
from which the destination pointer is retrieved. Values in
parentheses indicate objects identified by both CopyKat and
BridgeRouter.

5.2 CCO Verification and Characterization

After collecting metadata for 222 cases, we proceeded to ver-
ify and characterize them. Verification is performed with the
S2E framework by overwriting the heap pointer that controls
the destination of the memory operation, and by observing
how the system responds. By performing the overwrite we

force the pointer to point to a valid memory region under our
control, containing a shallow copy of the original memory
area. The analysis completes successfully (i.e., no hangs or
timeouts are observed) and the memory-transfer operation
successfully targets the overwritten address in 122 cases.

Table 1 summarizes results for the 122 successful cases. It
shows the distribution across slab caches, highlighting how
the most important slab caches in the kernel contain at least
one object. It also shows how many objects had no constraints
for each of the three memory regions relevant to exploitation,
namely, the source of the memory-transfer (AB in the table),
the destination of the memory-transfer (CF in the table), and
the entry portion of the heap object from which the desti-
nation pointer is retrieved (E in the table); in particular, we
report the constraints on the bytes that precede the pointer
field in the heap object. This is especially relevant in case a
linear OOB is used to overwrite the pointer. We also count
for how many objects the control flow does not reach a panic
after the memory operation (US in the table), and how many
objects involve different system calls (Diff), which affect the
exploitation requirements as discussed in Section 4.4. Table 1
also includes a comparison with the 5 router objects identified
by BridgeRouter [40] with a controlled source buffer (as per
CCO definition). In parentheses, we denote the objects that
also our CopyKat discovers, namely msg_msg, msg_msgseg,
and tty_struct. It misses seq_file and urb because our
fuzzing campaign did not reach them. However, after man-
ually providing syzkaller-like reproducers, our pipeline suc-
cessfully characterized both objects. Rather than assuming
specific bridge-to-router data-flows, our dynamic analysis can
capture complex data flows, thereby identifying a substan-
tially larger set of objects (122 vs. 5), and more cache types.
Table 3 summarises the distribution of the discovered objects
across kernel subsystems, highlighting that the bulk of ob-
jects are concentrated in the network and file system code,
while also showing that at least one object is present in most
subsystems.

CopyKat was able to discover, verifying and characterize
at least 1 CCO in 84% of the available generic caches and
40% of the CG caches. It has also highlighted a higher
concentration of CCOs within the two specialized caches
sock_inode_cache and skbuff_head_cache.

Table 1 reports about how many objects have no constraints.
Meanwhile in Table 4, Table 5, and Table 6, we report the
detailed results for each of the 122 objects that we success-
fully verified and characterized highlighting which cache they
belong to, and how many constraints per memory region we
collect.

Hereafter, we provide a sample of the constraints reported
for our running example:



(Eq 0x0
(Extract w32 @ (Add w64 oxfffffffffffffffe
(ZExt w64 (Read w8 @x11 v@_cco_counterfeit_buf_0)))))

The KQuery expression requires that the byte at offset 0x11 of
the counterfeit buffer take the value 0x2, reflecting the check
on the family field in Listing 1.2. Here, this is enforced by
zero-extending the byte, adding oxfffffffffffffffe (i.e.,
—2), and requiring the result to be zero. The attacker must
hence be able to ensure that after corruption, the 17th byte of
the new memory area is equal to 2.

Our recorded constraints relieve the attacker from the
tedious process of understanding and correctly crafting
inputs and memory areas to build an attack. Through the
use of a SAT solver, it is possible to generate valid inputs
automatically.

5.2.1 CopyKat Filtering

CopyKat is designed to become progressively more precise
and to filter out false positives that were, by design, accepted
at earlier stages. Simultaneously, each stage may incorrectly
discard true positive candidates, either as a result of deliberate
engineering decisions or due to errors or bugs. In this section,
we present a numerical breakdown of the filtering within our
pipeline and characterize the underlying reasons.

As described in Section 5.1, our fuzzing campaign flags 434
cases in which the CCO pattern is observed, but in 24 cases,
syzkaller fails to generate a C reproducer. We then success-
fully record execution for 341 out of those 410 reproducers
under PANDA: in 17 cases we timeout (an engineering deci-
sion to keep PANDA record files small), whereas in 52 further
cases execution does not reach the panic acting as sink sig-
nal: this is likely owing to the different OS images employed
(BusyBox for PANDA vs. debootstrap for syzkaller), causing
identical syscalls to observe different environments and be-
have differently. In 13 further cases the PANDA analysis fails
(crashes in 8 cases and fails to show signal at memcpy in 5),
leaving 328 analyzable cases. For 106 cases, the PANDA anal-
ysis fails to detect a data flow from the heap location where
the pointer is stored to the memory-transfer operation. These
106 cases are the real false positives: they occur because the
code appears to store the destination pointer on the heap and
read it back for the memory-transfer, but the compiler avoids
that reload entirely by computing the pointer once, storing it
to memory for correctness, and keeps using the value directly
from a register.

During the verification and characterization process under
S2E, our analysis records failures for some of the 222 tested
cases. Some of the failures are attributable to imprecision in
the information collected during the PANDA analyses which
trickle down into S2E decision making. This occurs when

the PANDA taint engine ends up in an overtaint scenario—
i.e., when a large number of taint labels is observed at the
memory-transfer operation due to incorrect, or overly lax,
taint propagation policies. When several copy_from_user
sites are marked, the S2E analysis is forced to symbolize
large volumes of data that might run deep into the kernel code,
which incurs a considerable slowdown due to the overhead of
managing a large symbolic state during concolic execution.
In 19 cases, this specific problem causes the system to panic
due to stuck CPU. In other 58 cases instead, the failure falls
under one of the following categories: imprecision in store
information; imprecision in the identification of the sink; S2E
spurious crashes due to a bug in the symbolic execution en-
gine; or actual false positives—i.e., we successfully reach the
memory operation of interest, but the corruption did not affect
the destination of the memory-transfer. To provide a more pre-
cise breakdown among these 58 cases and pinpoint for each
the exact cause of failure requires an in-depth manual analysis
that we leave for future work. Instead, we attempt to mitigate
the overtaint problem for copy_from_user and store cases.
By disabling sets of identifiers for both copy_from_user and
store when more than one identifier is present in the meta-
data, we then recursively search for a minimal combination
that still preserves valid data flows.

Another issue we encounter is related to the decision to
employ only a shallow copy rather than a deep copy of the
original memory region. A shallow copy aliases pointers and
locks, potentially introducing inconsistencies because the ker-
nel may subsequently reference either the original object or
the alias. In 23 cases, we observe an immediate crash after
pointer corruption, precluding the execution from reaching
the intended operation. While performing verification with a
deep copy may resolve the problem, we leave this as future
work.

We conduct the verification and characterization analysis
for each case with a timeout of one hour. The majority of
successful reproducer programs terminate within five minutes,
including S2E initialization.

5.3 Exploitation with CCOs

To demonstrate the practical usability of the discovered CCOs,
we construct eight end-to-end exploits for real-world CVEs.
Table 2 provides details for each. As shown in the table, a
limited primitive such as a linear out-of-bounds write (OOB),
a use-after-free (UAF) or a double-free (DF) is amplified
by a CCO that converts it into an arbitrary-write capability.
Arbitrary-write capability in kernel space is—save for rare
exceptions— effectively synonymous with full system com-
promise. We choose however to complete the exploits and
obtain root privileges on the target system by overwriting
pre-selected memory regions that attackers have tradition-
ally targeted to achieve privilege escalation. Typical targets
include credential structures (for example their UID/GID



fields) and user-mode helper paths such as modprobe_path
or core_pattern. The exploits demonstrate seven cases in
which the store operation that sets the heap pointer, and the
memory-transfer that dereferences that pointer are issued in
distinct system calls, and a further case in which both op-
erations are performed within the same system call. In the
latter situation, an attacker may exploit mechanisms such as
FUSE [16] as synchronisation primitives to align the cor-
ruption within the narrow window between the final store
of the pointer and the memory operation that uses it. Ex-
ploits also encompass both in-cache and cross-cache scenar-
ios. Although end-to-end exploitation still involves several
non-trivial manual operations, our CCO characterization sub-
stantially reduces this burden by guiding the attacker through
object selection, corruption, and constraint satisfaction, as we
shall show below.

Our exploits cover common vulnerability classes, include
both in-cache and cross-cache cases, and adopt a hetero-
geneous set of known final write locations that lead to
privilege escalation. This demonstrates the flexibility of
CCOs in adapting to various exploitation scenarios.

5.3.1 Use case: CVE-2023-5345

We demonstrate the exploitation of CVE-2023-5345, a double-
free vulnerability that permits an object residing in the same
cache to be freed twice, employing the CCO described in
our running example. As shown in Listing 1.1, the object
is allocated from the kmalloc-192 cache. Exploitation oc-
curs in-cache, because both the vulnerable object and the
CCO reside in the same cache. An attacker first allocates
and frees the vulnerable object, then reallocates a CCO so
that it overlaps the former allocation, and finally frees the
CCO using the free primitive associated with the vulnera-
bility. To reclaim the freed slot we allocate an xattr ob-
ject so that it lands in the same kmalloc-192 hole left by
the freed CCO. Because xattr objects are var-sized and
drawn from generic caches, this gives us precise control over
which freelist entry we occupy. We craft the xattr payload
to serve as a counterfeit CCO whose in-memory layout mir-
rors the genuine object in Listing 1.1. In particular, we set
the next pointer to an attacker-chosen target address, and
we populate the fields that are consulted by the validation
logic in tcp_md5_do_lookup_exact with solver-derived val-
ues that satisfy the constraints recorded in our database, ensur-
ing the counterfeit passes the lookup and reaches the update
path. A subsequent setsockopt invocation then triggers the
memcpy that copies attacker-controlled bytes via the forged
next pointer into the chosen destination. The only remaining
requirement is that the target memory area respect the target-
region constraints uncovered by our analysis. The attacker

can either choose a location that natively satisfies these con-
straints or create a correctly shaped counterfeit area around an
otherwise desirable location. We adopt the latter and corrupt
a struct cred: by spraying pipe_buffer pages we place
well-formed bytes at the offsets demanded by the constraints
while arranging adjacency (using PCPLost [25]) so that the
memcpy successfully overwrites the credential fields.

5.3.2 Use case: CVE-2022-0185

We next exploit CVE-2022-0185, a linear OOB write in
kmalloc-4k, to corrupt the absinfo pointer of a struct
input_dev CCO allocated in kmalloc-2k. Because the ob-
jects reside in different caches, we use PCPLost [25] to obtain
cross-cache adjacency and position sprayed input_dev in-
stances immediately after the vulnerable allocation. In this
case, both the pointer-initializing store and the dereferencing
load occur within a single system call, leaving only a narrow
time window for corruption. We create multiple threads that
allocate input_dev objects and stall at the load site using a
FUSE-based blocking primitive. The first thread reaching this
point signals the parent, which immediately triggers the OOB
write from the CVE to overwrite the CCO’s absinfo pointer
with the address of the final write target (core_pattern), us-
ing solver-derived values to satisfy the required constraints.
All threads are then released, and the instance with the cor-
rupted pointer reaches the update path and performs the redi-
rected memcpy. A monitoring process polls core_pattern
and, once modified, triggers a fault that executes the attacker-
controlled helper binary as root, completing privilege esca-
lation. This exploit highlights how CCO-specific constraint
information and precise timing windows enable reliable intra-
syscall pointer-corruption attacks even in cross-cache settings.

Mitigations The exploits bypass existing hard-
enings, including HARDENED_USERCOPY enabled,
SLAB_MERGE_DEFAULT disabled, CGROUPS and MEMCG

enabled. Cross-cache mitigations such as SLAB_VIRTUAL
become ineffective when the attack is performed entirely
in-cache. Moreover, the exploits can be adapted to work when
more advanced mitigations such as SLAB_FREELIST_RANDOM
are enabled. Rather than providing a systematic evaluation of
mitigation bypasses or exploit reliability, this work focuses
on characterising CCOs and their role in data-only attacks.

6 Conclusion

In this paper, we present CopyKat, a practical, fully auto-
mated tool to discover controllable-copy objects (CCOs) for
data-only attacks. Our pipeline—combining lightweight taint
analysis, precise taint verification, and concolic execution—
identifies, verifies, and characterizes 122 CCOs across diverse
slab caches. We build eight privilege escalation exploits from



Basic Vulnerable Final Write

ccoIb CCO Cache CCO Type Vulnerability Cache Location

408bf2 kmalloc-192 struct tcp_md5sig_key double free kmalloc-192 struct cred
(CVE-2023-5345)

la4d23 kmalloc-2k struct snd_pcm_plugin_channel linear OOB write kmalloc-4k modprobe_path
(CVE-2022-0185)

3c4998 kmalloc-16 struct aead_tfm linear OOB write kmalloc-cg-192 struct cred
(CVE-2024-3141)

69897 kmalloc-512 struct ucma_context use-after-free kmalloc-512 core_pattern
(CVE-2023-0461)

6071be kmalloc-512 struct snd_seq_queue use-after-free kmalloc-512 core_pattern
(CVE-2023-0461)

653543 kmalloc-2k struct input_dev linear OOB write kmalloc-4k core_pattern
(CVE-2022-0185)

0022 kmalloc-192 struct v412_subdev_state double free kmalloc-192 struct cred
(CVE-2023-5345)

895ddc  kmalloc-192 struct v412_subdev_state double free kmalloc-192 struct cred

(CVE-2023-5345)

Table 2: Summary of our end-to-end exploits. The first row (in bold) indicates our running example.

real-world CVEs, demonstrating that CCO-based amplifica-
tion is viable despite contemporary defenses. These results
show that CCOs form powerful, previously unknown primi-
tives for upgrading constrained memory-corruption bugs, and
provide actionable insights for both offensive research and
defensive efforts in mitigation design and vulnerability priori-
tization.
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Ethical Considerations

This work inscribes itself in a line of research focusing on
finding alternative ways to exploit vulnerabilities in complex
systems such as the Linux kernel, under state-of-the-art mit-
igations. Such work does not find new vulnerabilities, but
instead helps in assessing the exploitability of existing and fu-
ture vulnerabilities, as well as evaluating the effectiveness of
modern exploit mitigations. We perform a stakeholder-based
analysis and follow the Menlo principles to evaluate the po-
tential harms and benefits of our work, and explain why we
decided to pursue this line of research.

Stakeholder analysis

We consider both direct and indirect stakeholders who may
be impacted by publication and artifact release.

Research community: researchers studying exploitability,
mitigations, and automated analysis, who benefit from repro-
ducible methodology and clear threat models.

Linux kernel maintainers and defenders: Linux kernel
developers, distro security teams, and incident responders
who benefit from understanding new exploitation pathways
and from hardening guidance.

Linux kernel users and deployers: end users, enterprises,
cloud/container operators whose systems could be harmed
if amplifier objects enable new reliable privilege escalation
pathways.

Downstream vendors: downstream distributions and de-
vice vendors who may need to triage risk and deploy mitiga-
tions across configurations.

Respect for Persons

In our setting, the primary risks are not interpersonal interac-
tion but downstream exposure (e.g., enabling misuse of ex-
ploitation know-how). To respect persons potentially affected
by this exposure, we avoid non-consensual interaction with



third-party systems: experiments and measurements are con-
strained to systems and environments under the researchers’
authorization and control (local testbeds and VMs). In addi-
tion, we have contacted one of the main kernel maintainers
(Greg Kroah-Hartman), to notify the community. Their an-
swer agreed with our point of view that this work can be
published without embargo as it does not put systems directly
at risk, given that it affects exploitation techniques and miti-
gations.

Beneficence

Our work offers clear defensive benefits (understanding
amplifier-objects, enabling mitigation design) but also intro-
duces risks (accelerating exploitation). We mitigate these
risks through:

* Risk-benefit assessment: we explicitly articulate the at-
tacker model enabled by CCO, including constraints
(e.g., constrained writes and surrounding-memory con-
straints) so defenders can reason about realistic ex-
ploitability without overstating “arbitrary write” out-
comes.

* Minimization of harm in evaluation: all exploitation
demonstrations (8) are performed in controlled environ-
ments and are scoped to demonstrate scientific claims
(e.g., privilege escalation feasibility under constrained
writes), avoiding collateral impact.

e Careful artifact release: to reduce misuse, we do not
release weaponized exploits: the released artifacts are
structured to support reproducibility without directly en-
abling opportunistic exploitation. Should researchers in
the community require our exploits for legitimate rea-
sons, we will carefully vet requests and answer them.

Justice

The Menlo report frames Justice as fairness and equity in the
distribution of research burdens and benefits. Kernel exploita-
tion research can disproportionately burden less-resourced
operators (e.g., small organizations and open-source maintain-
ers) if it triggers patch churn or public exploitation. However,
this work does not put systems at risk nor require immediate
patches, as evidenced by the Linux kernel maintainers’ reply
to our notification.

Respect for Law and Public Interest

We comply with legal and policy constraints: experiments are
conducted under authorization on controlled systems. For the
public interest, we practice transparency and document as-
sumptions, evaluation environment constraints, and the scope
of artifacts released so that readers can assess residual risk
and replicate results ethically.

Summary

We reached the decision to proceed with our research based
on the fact that the benefits (improved understanding of ker-
nel exploitation and mitigation) vastly outweighed the risks
(accelerating exploitation). This aligns the project with the
Menlo principles and their recommended operationalization
for ICT security research.

Open Science

Along with this submission we publish our artifacts. We
publish our changes to llvm, syzkaller, panda and s2e in
patch format and additional C code format. Furthermore, we
provide our objects database in json format along with our
characterization of the constraints in KQuery format. The
repository is organized in folders concerning every stage of
our pipeline:

kernel_instrumentation: anything concerning building
our modified kernel used as base of all the analysis.

fuzzing: all the changes made to Syzkaller to support
lightweight taint analysis.

taint_analysis: all the changes and script to run
PANDA.

symb_ex: all our changes to S2E, our S2E plugin and the
scripts required.

results: contains our DB and our constraints file that are
the output of the pipeline.

Everything was released and can be found at: https://
zenodo.org/records/20427287
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Kernel Subsystem  # Objects
crypto 7
drivers 12
fs 31
ipc 1
kernel 3
lib 10
mm 1
net 52
security 2
sound 3
TOTAL 122

Table 3: Object count per kernel subsystem.

Additional CCO Exploits

CCO 1a4d23 CVE-2022-0185 enables a linear
OOB write in kmalloc-4k, and we target a struct
snd_pcm_plugin_channel CCO in kmalloc-2k to corrupt
its addr field and obtain a 1-byte controlled write primitive.
Since the exploit is cross-cache, we use PCPLost to obtain
object adjacency. Then, we repeat the OOB write in order
to redirect multiple memcpy operations to incrementally
overwrite the final write location (i.e., modprobe_path).
Finally, we trigger call_modprobe() to execute an
attacker-controlled binary with elevated privileges.

CCO 3c4998 CVE-2024-53141 allows repeated OOB
writes of two unsigned long values in kmalloc-cg-192, which
we use to corrupt the aead pointer of a struct aead_tfm
CCO in kmalloc-16 and redirect the memcpy to an attacker-
controlled counterfeit area. Cross-cache adjacency between
the vulnerable and the CCO is achieved via PCPLost. Simi-
larly to the exploit described in Section 5.3, pipe_buffer is
placed next to a credential to satisfy a constraint involving a
fixed address. The redirected write corrupts the UID field to
zero, and multiple forked children are checked to identify the
process that gained root privileges.

CCO 6071be CVE-2023-0461 is a use-after-free vulner-
ability that allows an object in the kmalloc-512 cache
to be freed twice. We leverage this primitive to leak
a struct snd_seq_queue CCO in the same cache via

user_key_payload, enabling us to craft a counterfeit ob-
ject with a corrupted timer pointer field that redirects the
write to core_pattern. To obtain the leak, we first overlap
the user_key_payload with the freed vulnerable object, free
it, and subsequently allocate the CCO in its place. Because
the CCO contains an attacker-controllable field that aligns
precisely with the datalen field of user_key_payload, we
set this field to a value large enough to capture the entire
CCO content. We then trigger the user_key_payload read
primitive to extract the leaked data and allocate an xattr
object to construct the counterfeit CCO with the modified
timer field pointing to the final write location. Finally, we
trigger the CCO write primitive. A monitoring process polls
core_pattern and, upon detecting modification, triggers a
fault that executes the attacker-controlled helper binary with
elevated privileges.

CCO 169897 CVE-2023-0461 is a use-after-free vulner-
ability that allows an object in the kmalloc-512 cache
to be freed twice. We leverage this primitive to leak
a struct ucma_context CCO in the same cache via
user_key_payload, enabling us to craft a counterfeit ob-
ject with a corrupted cm_id pointer field that redirects the
write to core_pattern. To obtain the leak, we first overlap a
user_key_payload with the freed vulnerable object and we
allocate the CCO in the next slot by performing spraying. We
then overlap a cmsg object with the freed user_key_payload
and set attacker-controlled data at the offset corresponding
to the datalen field, causing the subsequent read primitive
to disclose the contents of the adjacent CCO. This strat-
egy is required because directly overlapping the CCO would
overwrite this field with uncontrollable data. Triggering the
user_key_payload read primitive yields the contents of the
CCO. Next, we reallocate a CCO over the freed cmsg, we free
it via the user_key_payload primitive, and we overlap an
xattr object to construct the counterfeit CCO with the modi-
fied cm_id field pointing to the final write location. Finally,
we trigger the CCO write primitive. A monitoring process
polls core_pattern and, upon detecting modification, trig-
gers a fault that executes the attacker-controlled helper binary
with elevated privileges.

CCO c002f2 and CCO 895ddc CVE-2023-5345 enables a
double-free in kmalloc-192, which we use to leak and counter-
feit a struct v412_subdev_state CCO in the same cache,
corrupting its pads pointer to redirect the memcpy. We dis-
covered two variants of the same CCO, with different code
paths to reach the memory-transfer operation. To obtain the
leak, we first overlap a user_key_payload with the freed
vulnerable object and we allocate the CCO in the next slot by
performing spraying. We then overlap a cmsg object with the
freed user_key_payload and set attacker-controlled data at
the offset corresponding to the datalen field, causing the sub-
sequent read primitive to disclose the contents of the adjacent
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1 {

2 "id": "408bf2a23593a83e9ab66cc2982c30d87e52b223",

3 "fname": "__tcp_md5_do_add",

4 "off": 104,

5 "sl": "data_race(memcpy(key->key, newkey, newkeylen));",

6 "call_id": "12464",

7 "faddr2line”: {

8 "main”: {

9 "line": "net/ipv4/tcp_ipv4.c”,

10 "num": "1198"

11 3

12 1,

13 "joern_analysis": {

14 "operators”: [ ... 1,

15 "type": "tcp_md5sig_key",

16 "typedef”: [...]

17 ,

18 "replay”: {

19 "memcpy_ctr”: 1,

20 "sink": {

21 "call_id": 12464,

22 "instr_ctr"”: 10718751805,

23 "k_bt": 471,

24 "len": 27,

2 "syscall”: {

26 "u_bt": 813

28 }

2 1

30 "ptr_ass": {

31 "call_id": 5066, ... //Similar to sink entry

2 1,

33 "target_obj_alloc”: {

34 "cache": "b'kmalloc-192'", ... //Similar to sink
— entry

35 3,

36 "dst_ptr_alloc”: {

37 "cache": "_kmalloc_", ... //Similar to sink entry

38 Y

39 "taint_src": [

40 {

41 "cfu_id": 8171, ... //Similar to sink entry

2 1

43 1,

44 3,

45 }

Listing 2: Excerpt from the database entry for the running
example, built by the fuzzing and dynamic analysis steps,
used as input for the concolic execution phase.

CCO. This strategy is required because directly overlapping
the CCO would overwrite this field with uncontrollable data.
Triggering the user_key_payload read primitive yields the
contents of the CCO. Next, we reallocate a CCO over the
freed cmsg, we free it via the user_key_payload primitive,
and we overlap an xattr object to construct the counter-
feit CCO with the modified pads field pointing to the final
write location. Finally, we trigger the CCO write primitive.
We choose struct cred as the final write location because
the CCO write primitive allows control over a limited num-
ber of bytes, making it impractical to corrupt targets such as
core_pattern or modprobe_path.

DB Entries

Listing 2 shows an extract of the database entry for our run-
ning example. This database is built in the first steps of the
analysis and used as input for the concolic execution phase.

1 {

2 "id": "408bf2a23593a83e9ab66cc2982¢c30d87e52b223",
3 "type_syscall”: "different”,
4 "memory_operation”: "memcpy”,
5 "memop_signal”: true,

6 "panic”: false,

7 "memop”: {

8 "reached”: true,

9 "tot_constraints”: 11,

10 "counterfeit”: 8,

11 "counterfeit_bytes”: 11,
12 "attacker_buf"”: 8,

13 "attacker_buf_bytes": 9,
14 "cco_entry": 0,

15 "cco_entry_bytes": 0

16 3,

17 "return”: {

18 // Same as above

19 }

20 }

Listing 3: Excerpt from the database entry for the running ex-
ample, built by the concolic execution step. The record shows
that the object controls the sink of a memcpy, that pointer set-
ting and memory operation occur in different system calls,
along with the total constraints and how they split across the
relevant memory regions.

Listing 3 shows an extract of the database entry, built for the
same running example but now highlighting the results of the
concolic execution step.

Detailed CopyKat results

In this section, we report our successfully verified objects
and their characterization—i.e., the number of constraints col-
lected in the three memory area of interest, the cache where
the object is allocated, if the object return to userspace after
the memory operation, and if the primitive is across multiple
system calls. Table 4 reports the results for both different and
same type for all the objects that do NOT return to userspace.
Table 5 and Table 6 instead report the characterized objects
that successfully return to userspace after the memory opera-
tion.



Memory Operation

CcoIDb CACHE ‘ CF AB E
128479 sock_inode_cache 20322 1 4
64a5f2 sock_inode_ca 40 90 15
6e675f i 159 2 0
70dc58 20162 4 4
78cb32 20303 2 0
8154d3 20196 49 0
= 8c3bde ¢ 20207 33 0
% 9432b4 sock_inode_cache 20325 1 0
£ 9adads sock_inode_cache 20155 7 4
2 opiid sock_inode_cache 22098 10 0
acl62c sock_inode_cache 173 106 20
ac5857 sock_inode_cache 20162 6 0
bOc5fe sock_inode_cache 82 119 19
b56187 s inode_cache 20211 1 4
c9f21b sock_inode_cache 20188 8 4
€9702¢ sock_inode_cache 27 2 7
2e1d68 kmalloc-1k 0 0 0
4£5d80 skbuff_head_cache 0 8948 2
g 67397c skbuff_head_cache 0 0 3
& 8dcdae skbuff_head_cache 0 0 1
93ae6b skbuff_head_cache 0 0 4
ec3c23 skbuff_head_cache 0 273 1

Table 4: List of successfully verified reproducers that panic
after the verified memory operation. This list includes both
cases different or same system call. We report in which cache
the object is allocated and the total number of constraints
collected for the destination of the memory-transfer (CF), for
the source of the memory-transfer (AB) and entry portion of
the heap object from which the destination pointer is retrieved

(E).

Memory Operation Return
CccoD CACHE | cF AB E | CF AB E
0bb9de kmalloc-cg-2k 513 313 108460 2804 388 108566
0c9d9e sock_inode_cache 0 136 0 0 138 0
1099f4 sock_inode_cache 0 592 0 0 592 0
181a9¢ kmalloc-2k 45 234 36 46 1053 48
1a4d23 kmalloc-2k 0 0 0 0 64 0
1£7¢83 kmalloc-1k 0 66804 46 0 66804 452
3328a2 kmalloc-cg-4k 2 79 0 36514 79 0
372012 kmalloc-2k 0 6 27 1 7 39
3c4998 kmalloc-16 12 0 0 12 0 0
3f0ef2 buffer_head 0 0 1 0 0 1695
408bf2 kmalloc-192 8 8 0 8 8 0
472de5 kmalloc-192 4 301 974 4 301 985
53302f ntfs_inode_cache 1716 91296 44 3397 91545 289
605844 kmalloc-cg-4k 17 1694 0 21 1694 0
6071be kmalloc-512 408 23 0 459 145 6
63f5a4 ntfs_inode_cache 993 216634 8 2502 234299 16
895ddc kmalloc-192 0 262 84 0 262 95
898f8f dentry 2523 4140 237 3634 4141 238
Badebe udf_inode_cache 0 0 8 0 721 295
941213 hfsplus_icache 0 29558 0 0 29584 0
a3d8e6 ntfs_inode_cache 382 177742 25 45284 197054 25248
a8ed7f ntfs_inode_cache 2290 0 44 3179 0 72
abf63e btrfs_inode 2041 5 0 722276 19843 0
b04d9d kmalloc-128 5 1756 0 77 2028 0
b2f9fe kmalloc-8k 28 86260 7398 23867 92224 8666
be6586 kmalloc-64 44 1530 0 92 1554 0
c002f2 kmalloc-192 0 18 84 0 18 95
cla850 PINGv6 0 0 16309 0 0 16331
c2le24 buffer_head 0 0 0 0 0 0
cf2cba buffer_head 24 11748 1474 38 14092 3410
d3e0ae filp 7 172 85 10 172 85
e60afb kmalloc-64 110 22 0 312 46 0
eba5d8 kmalloc-2k 85 51 123 113 54 263
eece0l kmalloc-128 5 2 0 5 2 0
169897 kmalloc-512 17 16 4 26 26 7
fa417a filp 5 256 47 16 1576 85
fcd33a kmalloc-8k 1 61340 54 737 68800 152
fedb71 buffer_head 0 47489 48 0 48042 659

Table 5: List of successfully verified reproducers that return to
userspace where the primitives reside across different system
calls. We report in which cache the object is allocated and the
total number of constraints collected for the destination of the
memory-transfer (CF), for the source of the memory-transfer
(AB) and entry portion of the heap object from which the
destination pointer is retrieved (E).

Memory Operation Return

ccom CACHE | cF AB E | CF AB E
01a9¢8 skbuff_head_cache 0 0 1 0 0 515
074193 skbuff_head_cache 0 0 0 0 0 0
0dd6b6 skbuff_head_cache 0 729 4 0 731 7
16570 kmalloc-96 0 439 0 0 439 0
284c2d kmalloc-1k 845 0 0 2795 4149 6
28a508 p9_req_t 0 8362 0 0 8492 0
291aal skbuff_head_cache 0 31931 3 0 33520 78
2d7c47 kmalloc-64 106022 45024 0 106023 56075 0
38c2cd skbuff_head_cache 0 0 4 0 0 4
3b24a8 kmalloc-1k 0 13864 0 0 13894 0
3cbec9 kmalloc-512 0 16229 1 0 16288 80
3d6373 kmalloc-cg-512 45 5 1 343 7 7
3ef901 kmalloc-128 68 1549 4 88 2550 8
4548cb kmalloc-128 24 3738 4 64 4719 4
462028 kmalloc-cg-4k 44 165 26 45 191 3019
48188e ntfs_inode_cache 0 2429 36 0 39276 36
50bb48 kmalloc-cg-32 0 460 0 0 460 0
52607f skbuff_head_cache 0 170 4 0 173 4
55c46a skbuff_head_cache 0 231 2 0 231 86
562661 skbuff_head_cache 0 795 6 0 824 22
58b3bl skbuff_head_cache 0 147 1 0 148 15
653543 kmalloc-2k 0 7 0 0 7 0
6bb114 kmalloc-4k 456 4094 0 25987 607463 0
6e395f skbuff_head_cache 0 280 2 0 566 14
7059d7 skbuff_head_cache 0 459 10 0 461 13
723989 dentry 5 1071 4 13 1141 14
744da6 skbuff_head_cache 0 400 1 0 585 398
75fb70 kmalloc-1k 20 0 0 112 3469 6
785722 kmalloc-cg-4k 1 0 0 23 0 0
Tac169 xfs_inode 0 113 0 1 117 39
Tca268 skbuff_head_cache 0 44 1 0 106 88
Tcb653 kmalloc-cg-4k 44 3294 39 44 3633 3922
8dc0f0 proc_dir_entry 0 594 0 0 2287 1
92dec8 kmalloc-1k 0 75147 1392 0 96380 23066
9429b5 skbuff_head_cache 0 207 2 0 313 12
96aabe skbuff_head_cache 0 22 1 0 22 15
9d7709 jfs_mp 0 11341 1 0 11341 5
a46dc0 skbuff_head_cache 0 92 21 0 92 34
aclec6 ntfs_inode_cache 0 81771 44 0 84639 60
b169cf kmalloc-64 1 29769 0 2612 30322 0
bebbfc kmalloc-96 218 195302 0 346 197579 1793
bf4732 kmalloc-256 0 16232 13 0 16249 13
¢07d0a kmalloc-2k 0 185 0 0 244 0
cl194a9 kmalloc-128 64 435 4 606 741 40
c477e8 skbuff_head_cache 0 12 1 0 34 7
c49f7a kmalloc-1k 0 981 0 0 4532 163
¢52a95 kmalloc-cg-2k 0 0 0 0 0 1155
c6a2a8 kmalloc-96 33 201568 0 739 209206 1859
c7acbe skbuff_head_cache 0 367 3 0 424 101
d066d0 kmalloc-4k 0 1048 0 1422 111 0
d55bac names_cache 0 4308 0 29 4389 0
d675da skbuff_head_cache 0 3558 2 0 3697 13
d6bel9 kmalloc-cg-256 0 0 4 0 0 10
¢10805 skbuff_fclone_cache 0 0 2 0 0 7
el19230 skbuff_head_cache 0 1516 186 0 1516 210
elb086 kmalloc-1k 0 183 19 0 183 257
e5f3b2 skbuff_head_cache 0 44 2 0 44 6
ed78e9 skbuff_head_cache 0 610 3 0 654 16
f082a4 skbuff_head_cache 0 17 1 0 18 17
f16al6 skbuff_head_cache 0 3879 15 0 5432 554
f1b2f6 skbuff_head_cache 0 3458 6 0 3596 27
f3244a skbuff_head_cache 0 490 2 0 646 14

Table 6: List of successfully verified reproducers that return
to userspace where the primitives reside in the same system
call. We report in which cache the object is allocated and the
total number of constraints collected for the destination of the
memory-transfer (CF), for the source of the memory-transfer
(AB) and entry portion of the heap object from which the
destination pointer is retrieved (E).
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